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2020

ECPAT International, Sexual Exploitation Of Children In The Middle East And North Africa, 2020
DQ Institute, 2020 Child Online Safety Report, 2020
EU Kids Online, EU Kids Online 2020: Survey results from 19 countries, 2020

2019

Internet Watch Foundation (IWF), Annual Report, 2019
WeProtect Global Alliance, Global Threat Assessment, 2019
Broadband Commission / ITU, Child Online Safety. Universal Declaration, 2019

Broadband Commission / ITU, Child Safety Online: Minimizing the Risk of Violence, Abuse and
Exploitation Online, 2019

Global Kids Online, Growing up in a connected world, 2019

Rethinking the Detection of Child Sexual Abuse Imagery on the Internet, in Proceedings of the
2019 World Wide Web Conference, May 13-17, 2019, San Francisco, USA, 2019

UK Home Office, Online Harms White Paper (UK only), 2019
PA Consulting, A tangled web: rethinking the approach to online CSEA, 2019

UK Information Commissioner Office, Consultation on Code of Practice to help protect children
online (UK only), 2019

Global Fund to End Violence against Children, Disrupting Harm: evidence to understand online
child sexual exploitation and abuse, 2019

Global Partnership to End Violence against Children, Safe to Learn Call for Action, Youth
Manifesto, 2019

UNESCO, Behind the numbers: Ending school violence and bullying, 2019 (includes data on
online hurtful behaviour and cyber-bullying)

United Nations Human Rights, children’s rights in relation to the digital environment, 2019

Australian eSafety Commissioner, Safety by Design Overview, 2019

UNICEF, Why businesses should invest in digital child safety brief, 2019

U.S. Department of State, Trafficking in Persons report, 2019

2018

WeProtect Global Alliance, Global Threat Assessment, 2018

Child Dignity on the Digital World, Technical Working Group Report, 2018 Council of Europe,
Recommendation CM/Rec(2018)7 of the Committee of Ministers to member States on Guidelines
to respect, protect and fulfil the rights of the child in the digital environment, 2018

Global Fund to End Violence against Children, Two years of supporting solutions: results from
the Fund’s investments, 2018

WeProtect Global Alliance, Country examples of Model of National Response capabilities and
implementation, 2018



https://www.ecpat.org/wp-content/uploads/2020/05/Regional-Overview-Sexual-Exploitation-of-Children-in-the-Middle-East-and-North-Africa-ECPAT-research.pdf
http://www.lse.ac.uk/media-and-communications/assets/documents/research/eu-kids-online/reports/EU-Kids-Online-2020-10Feb2020.pdf
https://www.iwf.org.uk/report/iwf-2019-annual-report-zero-tolerance
https://static1.squarespace.com/static/5630f48de4b00a75476ecf0a/t/5deecb0fc4c5ef23016423cf/1575930642519/FINAL+-+Global+Threat+Assessment.pdf
https://broadbandcommission.org/Documents/working-groups/ChildOnlineSafety_Declaration.pdf
https://broadbandcommission.org/Documents/working-groups/ChildOnlineSafety_Report.pdf
https://broadbandcommission.org/Documents/working-groups/ChildOnlineSafety_Report.pdf
https://www.unicef-irc.org/publications/pdf/GKO%20Summary%20Report.pdf
https://dl.acm.org/doi/10.1145/3308558.3313482
https://www.gov.uk/government/consultations/online-harms-white-paper
http://www2.paconsulting.com/rs/526-HZE-833/images/The%20Tangled%20Web%20Report.pdf
https://www.end-violence.org/grants/disrupting-harm-global
https://www.end-violence.org/grants/disrupting-harm-global
https://www.end-violence.org/sites/default/files/paragraphs/download/Online%20Child%20Safety%20175.pdf
https://unesdoc.unesco.org/ark:/48223/pf0000366483
https://www.ohchr.org/EN/HRBodies/CRC/Pages/GCChildrensRightsRelationDigitalEnvironment.aspx
https://www.esafety.gov.au/key-issues/safety-by-design
https://www.unicef.org/csr/files/Brief-on-Investing-in-Digital-Child-Safety.pdf
https://www.state.gov/wp-content/uploads/2019/06/2019-Trafficking-in-Persons-Report.pdf
https://violenceagainstchildren.un.org/sites/violenceagainstchildren.un.org/files/documents/political_declarations/recomendation_of_the_committee_of_ministers_of_the_council_of_europe_to_member_states_on_guidelines_to_respect_protect_and_fulfil_the_rights_of_the_child_in_the_digital_environment.pdf
https://violenceagainstchildren.un.org/sites/violenceagainstchildren.un.org/files/documents/political_declarations/recomendation_of_the_committee_of_ministers_of_the_council_of_europe_to_member_states_on_guidelines_to_respect_protect_and_fulfil_the_rights_of_the_child_in_the_digital_environment.pdf
https://www.end-violence.org/sites/default/files/paragraphs/download/Fund%20Report.pdf
https://www.end-violence.org/sites/default/files/paragraphs/download/Fund%20Report.pdf
https://www.end-violence.org/sites/default/files/paragraphs/download/WePROTECT%20Global%20Alliance.pdf
https://www.end-violence.org/sites/default/files/paragraphs/download/WePROTECT%20Global%20Alliance.pdf
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INTERPOL and ECPAT International, Towards a Global Indicator on Unidentified Victims in Child
Sexual Exploitation Material, 2018

EUROPOL, Internet Organized Crime Threat Assessment (I0OCTA), 2018
NetClean, Report about Child Sexual Abuse Cybercrime, 2018

International Centre for Missing & Exploited Children (ICMEC), Child Sexual Abuse Material:
Model Legislation & Global Review, 9th Edition, 2018

International Centre for Missing & Exploited Children (ICMEC), Studies in Child Protection: Sexual
Extortion and Non-Consensual Pornography, 2018

International Association of Internet Hotlines, INHOPE Report, 2018

Internet Watch Foundation (IWF), Annual Report, 2018

Thorn, Production and Active Trading of Child Sexual Exploitation Images, 2018
ITU, Global Cybersecurity Index, 2018

CSA Centre of Expertise, Interventions for perpetrators of online child sexual exploitation- a
scoping review and gap analysis, 2018

NatCen, Behaviour and Characteristics of Perpetrators of Online-facilitated CSEA - a rapid
evidence assessment, 2018

UNICEF, Policy guide on children and digital connectivity, 2018
2017

The National Center for Missing & Exploited Children (NCMEC), The online enticement of
children: an in-depth analysis of CyberTipline Reports, 2017

5Rights Foundation, Digital Childhood, development milestones in digital environment, 2017
Childnet, DeShame Report, 2017

Canadian Centre for Child Protection, Survivors’ survey, 2017

Internet Watch Foundation (IWF), Annual Report, 2017

International Centre for Missing & Exploited Children (ICMEC), Annual Report, 2017

International Centre for Missing & Exploited Children (ICMEC), Online Grooming of Children for
Sexual Purposes: Model Legislation & Global Review, 2017

Thorn, Sextortion online survey with 2,097 victims of sextortion ages 13 to 25, 2017

UNICEF, Children in a Digital World, 2017

Western Sydney University, Young and Online: Children’s Perspectives on Life in Digital Age, 2017
ECPAT International, Sexual Exploitation of Children in South East Asia, 2017

2016

UNICEF, Perils and possibilities: growing up online, 2016
UNICEF, Child protection in the digital age: National responses to online CSEA in ASEAN, 2016
Centre for Justice and Crime Prevention, Child Online Protection in the MENA Region, 2016

ECPAT International, Interagency Working Group on Sexual Exploitation of Children, Terminology
Guidelines for the Protection of Children from Sexual Exploitation and Sexual Abuse (The
Luxembourg Guidelines), 2016
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\\\\blue\\dfs\\compo\\COMP_PROD\\ITU-D\\2019\\Publications\\19-01000_COP-Guidelines%20for%20Policy%20Makers\\Towards%20a%20Global%20Indicator%20on%20Unidentified%20Victims%20in%20Child%20Sexual%20Exploitation%20Material
https://www.europol.europa.eu/iocta-report
https://www.netclean.com/the-netclean-report/
https://www.icmec.org/child-pornography-model-legislation-report/
https://www.icmec.org/child-pornography-model-legislation-report/
https://www.icmec.org/studies-in-child-protection-sexual-extortion-and-non-consensual-pornography/
https://www.icmec.org/studies-in-child-protection-sexual-extortion-and-non-consensual-pornography/
https://www.inhope.org/media/pages/the-facts/download-our-whitepapers/3976156299-1576235919/2019.12.13_ih_annual_report_digital.pdf
https://www.iwf.org.uk/report/2018-annual-report
https://www.thorn.org/resources-and-research/
https://www.itu.int/dms_pub/itu-d/opb/str/D-STR-GCI.01-2018-PDF-E.pdf
https://www.unicef.org/esa/media/3141/file/PolicyLab-Guide-DigitalConnectivity-Nov.6.18-lowres.pdf
https://www.missingkids.org/content/dam/missingkids/pdfs/ncmec-analysis/Online%20Enticement%20Pre-Travel.pdf
https://www.missingkids.org/content/dam/missingkids/pdfs/ncmec-analysis/Online%20Enticement%20Pre-Travel.pdf
https://5rightsfoundation.com/static/Digital_Childhood_report_-_EMBARGOED.pdf
https://www.childnet.com/ufiles/Project_deSHAME_Dec_2017_Report.pdf
https://protectchildren.ca/en/programs-and-initiatives/survivors-survey/
https://www.iwf.org.uk/report/2017-annual-report
https://www.icmec.org/wp-content/uploads/2018/08/2017-Annual-Report-Final-Digital.pdf
https://www.thorn.org/wp-content/uploads/2019/12/Sextortion-Infographic-2018-Findings-UpdatedV3.pdf
https://www.unicef.org/publications/files/SOWC_2017_ENG_WEB.pdf
https://researchdirect.westernsydney.edu.au/islandora/object/uws%3A44562
https://www.ecpat.org/news/sexual-exploitation-children-increasing-concern-across-southeast-asia-new-report/
https://www.unicef.org/eap/reports/perils-and-possibilities-growing-online
https://www.unicef.org/eap/reports/child-protection-digital-age
https://www.researchgate.net/publication/309771524_Child_Online_Protection_in_the_MENA_Region
http://luxembourgguidelines.org
http://luxembourgguidelines.org
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2015

WeProtect Global Alliance, Preventing and Tackling Child Sexual Exploitation and Abuse (CSEA):
A Model National Response, 2015

NCMEC, A Global Landscape of Hotlines Combating CSAM, 2015
ITU and UNICEF, Guidelines for Industry on Child Online Protection, 2015
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Council of Europe, Guidelines to respect, protect and fulfil the rights of the child in the digital
environment, 2018
UNESCO, Internet Universality Indicators, 2019
Ranking Digital Rights (RDR), 2019 RDR Corporate Accountability Index, 2019
Broadband Commission for Sustainable Development, The State of the Broadband, 2019
ITU, Measuring Digital Development, 2019
ITU, Measuring Information Society Report, 2018
UNICEF, Children and Digital Marketing Industry Toolkit, 2018
Broadband Commission for Sustainable Development, Digital health, 2017
Broadband Commission for Sustainable Development, Digital Skills for life and work, 2017
Broadband Commission for Sustainable Development, Digital gender divide, 2017
UNICEF, Privacy, protection of personal information and reputation, 2017
UNICEF, Freedom of expression, association, access to information and participation, 2017
UNICEF, Access to the Internet and digital literacy, 2017
UN CRC, Guidelines on effective protection of children from sexual exploitation, 2019
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https://www.weprotect.org/the-model-national-response
https://www.weprotect.org/the-model-national-response
http://rm.coe.int/guidelines-to-respect-protect-and-fulfil-the-rights-of-the-child-in-th/16808d881a
http://rm.coe.int/guidelines-to-respect-protect-and-fulfil-the-rights-of-the-child-in-th/16808d881a
https://en.unesco.org/internet-universality-indicators
https://rankingdigitalrights.org/index2019/
https://www.broadbandcommission.org/Documents/Presentation_SoB19.pdf
https://itu.foleon.com/itu/measuring-digital-development/home/
https://www.itu.int/en/ITU-D/Statistics/Pages/publications/misr2018.aspx
https://broadbandcommission.org/workinggroups/Pages/digitalhealth.aspx
https://broadbandcommission.org/workinggroups/Pages/wgeducation.aspx
https://broadbandcommission.org/Documents/publications/WorkingGroupDigitalGenderDivide-report2017.pdf
https://www.ohchr.org/Documents/HRBodies/CRC/CRC.C.156_OPSC%20Guidelines.pdf
http://www.itu-cop-guidelines.com
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https://www.broadbandcommission.org/Documents/working-groups/ChildOnlineSafety_Declaration.pdf

Y e JUbY gl olay lelud) ol dge 5 (ool

(2019) JULMW i) Mzl sldzeV) L3 5k dlmza¥) Jo ¢ sl Llus :0ut of the Shadows 3l
JMazaV g 1z 1L Gyl U gl 5o o) dmme J 31531 p g 3LaBV) o Lot ) b g oo
A VLY Sleglall L ) S5 Aol Blmtal g o3 ) cliadll I3 3 b (JULA (i)

I Y e JUBYI o i) sliss ) LS

i By e UL e sl W) a3 sadl ol jleal) alad L Lo

Bzl 3 BY e JULY) e ikl clize V) 5\ 5o 5L 1999 (3 INHOPE 35,5 2237 :INHOPE
el g o il ol sl (3 .Jul;iz\g;&w;;\ slae¥) sl ge e il ) 1s ol 37 R 25 )
Ao By L e W jlaly JULY o owid) elizeV) sl gn 58 = by 3K INHOPE 2802 ok c2ll3
Py o) AlSy )6 IS (3 il o) e ool INHOPE 38020 oLl b shaik fassy i )

Ll o)l 3L SV g e SUL Jols g i B e e JULYY e i) clize1 sl ge A5

&) bl Sl Basli L liey sl oo 6324 sLii] Microsoft PhotoDNA Lo o 555 5
oo ila b e sl @135 sl ady Loyl Jo g clzel sl LT USTEy Jadll Latad
Byl 3 ol e e Ohal) SV cam gl e Ol L 51655 815V s psns Y 2

g Ulanss 0¥ @dZ0 ¢ adlly 23 PhotoDNA 2.5 g1 Sy

wlaall) el w52 slid) G ) ) ) 9té alais o’ PhotoDNA for Video Lajij&cw
(S o s i @8 g0 islas PhOLODNA Lo oJ o8 s S gl 28 Jall ity . owlel (2
3 opim ol 0 d ¢ JUW s Izl g2 Lo sl PhotoDNA for Video L s 5 Ss

Nk T B SN P

ke olzeYl Lok JUbYI O g sry ol JUibY) PEERVININEE R NINES sl b g g SSle 387 0 &yl
Roblox s <Meet Group as O sladl; s oka3 ¢ 3l Project Artemis 2.5 5 . i BY) e a0 O 2 8
Thornwé&jla&pﬁu&cl:fj g1l 8l e ol g o Sols Low o) S5 L) iz Thorn 5 Kik
dslus A of S5 8151 s Project Artemis iy iz, diby bo 2 e gy e oludl oIS
S e gl il aday s G 8 JlaeN! 1) ar Ul e oy sl el a0 3L 3,00 e
EYIy b shadly i o1 2N JULYI 158] 0ol paiall (ST e 8,36 0 oSaw WlezaV)
e

F UL o ikl sltzeV) 3l5m e O gty cpdll ol Cugaad ¢35 SUMe] Thom aelaie o 5
UMYl gs (23 L BLoYhy .ol g EM S5 e s et OS2 i )l e o) M e Les o
ANz 3l o Sl day Baelld) O gl bl e Bl (33 W B B

JULT e i) elazeV) sl gn stk ol 87,0 Ruaie (3 8,50 bn 25 S6 5050 (Thorn’s Safer
e BT

sl OLY I 3 e LY ) &3 O $lall Bl SJ'.P.-T u.(.c 4y gwl> 42 » (Thorn Spotlight
AW (260 o sSTU il iy iy Llwa)) s i Lo e 10ST (39 2S5 Y


https://outoftheshadows.eiu.com/

w3 BY e JUbYI ale 0l Slaldl aol ) dgem 5 5oL

IVl o (sshov Biad foky b caran oo T ) PV sl o s (6 2350 (Geebo
e A Bhee o T S AL e Sy JULD i)

Sladly ol (3 JULY e il clze1 sl se e e2SU Google Al classifier 5151 plasenl S
A5 el de gast >~ Google Content Safety API ig>1s ns Gl a5 ol S .oladl deg
.uuois\;wmb‘uwj A olaN e B sde o oar Clan dd oy (6 g da) o e b, e
G oy B ST sl Gligral P o Ll 88T sag m sl 32 Lo Sl o ezl e ol 5
Dyl ad s 6l e Lo oS 0 iy LA 5B 8 sl WL L

o oV akllly Gl L oS5 Jlssl Ul S ke v sz Google 3715 culs (2015 &
i) sl sl ga o (s 518 gl il ablis L5359 ek 0585 &) (YouTube Jo gidll ablil Les 5
By Al JULYY e

i o oS i g p3lian 8 & g 3575 calel (2019 3w mY) e JULYI Al 0555l U
o &) GitHub Gadst (3 Olisj )6 OB 595y Ablane g ibllate sl abling g e OLESS
58 ST Rl fag W (Gandl e pr Smeilly 8 ) vl 2alaiY

Wy ool et 3130 e et VT b il Lty Uaize IWF Hotline L) Ldi iy
ol 3 Ben A3 Sl s o3 Ly bocs Yl pe JULYY o cwidd cltee T 50 1 ghslo
3 5y wBlshe sl e ksl Lol oSG IV ey sl e sl b ) W e
Doy (IWF) 3 75Y1 331 0 G 3o Joond o2l (o 3500e 5 ety 581 o o5 ad (S 015l
P g ) patenly Bl > ) a3 Loliasl e @IS 20 o s 1é 9 Facebook s Microsoft s Google &
Lt 25 Y & Jodly Ol & oY) lemed ey () G Bl > e YD A3 e e 5
B3 e e $o ) & 422d) JUBYI o i) slizeW) J g o abliny 5o 0§ O il b glas

) e hae2 Cug i M e s ale e YY)

Bt Al ol ) bowall eold By 1 67 (6 o dacns f0 pn O gladly L JU W1 EB) 0 B o 303
2Ll Lgede Oyt 28 Lile 18 1 095 JULY 2315 i kb wblie ol 50 e ¢ LY UL L)l g
((ICSE) JUbS ikl IMaza VU 2ikad) sddl) aboling | sall Ol 93 Ul 06l J o o) Ll
sle¥) oY e UL sl Tl 50 (e ST e cmasial) piiseal) 7 Adedd 5 Ll 3131 8
el wblie s 8315 55l ) gall iy J My B gl LU DD ey L JUBY) s oo
Ll 0 dydsd B3 54 A 5 g ENEY ‘_;;J»\.,UL;T,Q&) (oA tb.—jw\ L obl s 9\]);-0&
UL il Mz Ol J 2 51 ULy 34eB Laind coal 3 gl 3y JUbY) Jo skl slizeY)

.;w\ T a3 Boes 18 400 & g2 ad (3 wdelug pld mladeg )50 aﬁbnl,s o ST

Ll 2SS g 6 # Y Gaasd ol cEsd dilles s deai 32 ;s NetClean ProActive
Sl sl Sy (3 JULYL e i) clzel pd abling s

S 552) Olany 4t )lis g Gl Canall S e C“”\ L;cuaﬁo\!\ ¢\S"l Griffeye Brain 3\s! REE
JSTs Sl e Ll L s gl bl e Wbl izt g 2l CSAM



https://www.iwf.org.uk/what-we-do/how-we-assess-and-remove-content/our-international-reporting-portals

Y e JUbY gl olay lelud) ol dge 5 (ool

o 1000 oo ST an 37180l il elized) b ol L) o) rssg eLsil RAINN elais all
DoD Safe Helpline L/ |six 2 55 9 AL L alzz & s 6%)-\ shaze) e C})\;}!\ Oledss adde
Q) 3L ] Oleis g o) 3elns g ikl Ll wil o Ll RAINN Rl Jisy g Bal) 55

AR

D ysree Byl 3 eleVly Gl Llwo il (U] Gl L)) suelll a2 ) ¢ dubais » Safehorizon
L) Gles) &>'-L~.J\ L) ol dbail P&y 1978 (Lc tH

slsk Wil LesY) e Project Arachnid SO 87 M s oy 5 Sas 85T » Project Arachnid
L3 SY) e (CSAMY JUbYI S ikl clazeY)


https://www.rainn.org/about-rainn
https://www.safehorizon.org/giving-ga/
https://projectarachnid.ca/en/

w3 BY e JUbYI ale 0l Slaldl aol ) dgem 5 5oL

(i http://www.oecd.org/internet/bridging-the-digital-gender-divide. pdf



http://www.oecd.org/internet/bridging-the-digital-gender-divide.pdf

Y e JUbY gl olay lelud) ol dge 5 (ool

WP ALy
- :
\?‘5 (‘\ End Violence
2 FAMILIES &Cra o/ Against Children
GLOBAL
. KIDS HABLATAM
ONLINE popg  CONCTADOS
C ¢WORLDWIDE GROUP 00006

INTLERATION AL ANLCCAT IO OfF 1THANET MOTL

€

— . 0, ST D
INHOPE |ns'@?fe ~K snternational Centre

... @ International
Disability
90

Alliance
TOLENCE RNW ‘
LSE ?oerﬁ:':::icc’ations \ggklE:::TE . W
CHILDREN PRIVATELY

d) WeP
(O SWGFL UK Safer
Safe. Secure, Online Intemef
Centre

Q_H_" LDHoeD  ®®@Youth and Media

Rng_CTi-i

COUNCIL OF EUROPE

CONSEIL DE LEUROPE



UL wid]  plgadl aladdll
Place des Nations
CH-1211 Geneva 20
Switzerland

ISBN: 978-92-61-30456-0
91789261"304560

i & 24
2020 oo

Shutterstock : sl liz)



	مبادئ توجيهية لواضعي السياساتبشأن حماية الأطفال على الإنترنت
	شكر وتقدير
	تمهيد
	مقدمة
	قائمة بالجداول والأشكال والإطارات
	1 نظرة عامة على الوثيقة
	1.1 الغرض
	2.1 النطاق
	3.1 المبادئ الشاملة
	4.1 استخدام هذه المبادئ التوجيهية

	2 مقدمة
	1.2 ما هي حماية الأطفال على الإنترنت؟
	2.2 الأطفال في العالم الرقمي
	3.2 تأثير تكنولوجيا المعلومات والاتصالات على التجربة الرقمية للأطفال
	4.2 التهديدات الرئيسية التي يتعرض لها الأطفال على الإنترنت
	5.2 الأضرار الرئيسية للأطفال على الإنترنت
	6.2 الأطفال الذين يعانون من نقاط ضعف
	7.2 تصورات الأطفال للمخاطر على الإنترنت

	3 الإعداد لاستراتيجية وطنية لحماية الأطفال على الإنترنت
	1.3 الجهات الفاعلة وأصحاب المصلحة
	2.3 الاستجابات الحالية لحماية الأطفال على الإنترنت
	3.3 أمثلة على الاستجابات للأضرار على الإنترنت
	4.3 فوائد استراتيجية حماية الأطفال على الإنترنت

	4 توصيات بشأن الأطر والتنفيذ
	1.4 التوصيات الإطارية
	2.4 توصيات بشأن التنفيذ

	5 وضع استراتيجية وطنية لحماية الأطفال على الإنترنت
	1.5 قائمة مرجعية وطنية
	2.5 أمثلة على الأسئلة

	6 المواد المرجعية
	التذييل 1: المصطلحات
	التذييل 2: جرائم الاتصال المرتكبة ضد الأطفال وصغار السن
	التذييل 3: التحالف العالمي WeProtect
	التذييل 4: أمثلة على الاستجابات للأضرار عبر الإنترنت



